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Introduction

The emergence of Web 2.0 technologies brought about the extensive deployment and
use of web-based applications and web services. Such applications are easy to
develop and deploy and demonstrate impressive features for users, resulting in their
current wide use. Nonetheless, the level of security in web applications doesn’t seem
to go along with their popularity: important security issues have been found and
privacy concerns have also been raised recently. In addition, the Cloud Computing
paradigm promises even greater flexibility; however corresponding security and
privacy issues still need to be examined.

This track aims to bring together application security experts, researchers, educators
and practitioners from the industry, academia and international communities such as
OWASP, in order to discuss open problems and new solutions in application security.
In the context of this track academic researchers will be able to combine interesting
results with the experience of practitioners and software engineers.

Suggested topics (but not limited to):
e Secure application development
Security of service oriented architectures
Threat modeling of web applications
Cloud computing security
Web applications vulnerabilities and analysis
Countermeasures for web application vulnerabilities
Secure coding techniques



Platform or language security features that help secure web applications
Secure database usage in web applications

Access control in web applications

Web services security

Browser security

Privacy in web applications

Standards, certifications and security evaluation criteria for web applications
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